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Nothing is more important to us than the safety and welfare of our pupils.

We are fully committed to safeguarding and promoting the welfare of our children and young people within our
school. We work closely with families and a range of professional external agencies to secure this and follow Dudley
Safeguarding policies and procedures within our school.

We hope you find this Safeguarding Newsletter useful and aim to send at least one each half term.

Pupil Feedback

Last term we asked pupils in Year 2 to Year 6 a series of Safeguarding questions, their responses were very pleasing, the tables
below outline the percentage of children who answered either ‘always’ or ‘usually.’

| feel happy at school | feel safe at school | feel safe on school | know what to do if
visits there is a fire in school

Year 2 75% Year 2 90% Year 2 91% Year 2 92%
Year 3 88% Year 3 96% Year 3 95% Year 3 98%
Year 4 83% Year 4 95% Year 4 96% Year 4 96%
Year g 84% Year g 99% Year g 94% Year g 98%
Year 6 78% Year 6 92% Year 6 92% Year 6 99%

I learn about online safety | School teaches me to be

in school safe

Year 2 90% Year 2 94%

Year 3 95% Year3 91%

Year 4 94% Year 4 91%

Year g 89% Year g 91%

Year 6 87% Year 6 81%

Support for families

There are a number of ways school can support families beyond what you may expect. We work closely with a number of
organizations, the local authority and various charities. We can usually find a way, or signpost to another organization, to
help in a range of situations...

Pre Loved Uniform — we have many items of washed pre loved uniform that is given to any family in need of uniform.

Kids Clothes Project — we can refer families who may be in need of non-uniform clothing for children between the ages 2-
12.

Black Country Food Bank — we can issue vouchers for food bank items, for times where you may need a bit of a helping
hand with the food shopping.

Hearts Of Gold — we work closely with this wonderful local charity who help families at Christmas who may need a bit of
support with the financial pressures at Christmas by donating presents.

Reflexions — we can refer children for support from this NHS service, who work with children presenting with low level
anxiety.

Arts of Change — we can refer children (and adults) who live in Dudley to receive free counselling for a range of issues.

Provision House - Support with Food Club and also Home Starter Package for those facing financial hardship or a range of
challenging situations.
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Triple P - For any parent struggling with their child's challenging behaviour, learn new skills either online or face to face
groups

Sometimes we are able to provide vouchers for local supermarkets if we know a family is facing financial hardship. If you are
struggling, please don’t suffer in silence, come and talk to us. Your concerns will be dealt with quickly, sensitively,
confidentially and without judgement.

Please contact one of the Safeguarding team to discuss any concerns further.

Useful Safeguarding Acronyms and Vocabulary

DSL: Designated Safeguarding Lead

MASH: Multi-Agency Safeguarding Hub

CP: Child Protection

CiN: Child in Need

CEOP: Child Exploitation and On-Line Protection Centre

KCSIE: Keeping Children Safe in Education

PREVENT: Part of the Government’s Counter-Terrorism Strategy to stop people being drawn into extremism
CAMH:s: Child and Adolescent Mental Health Services

SEND: Special Educational Needs & Disabilities

What is Doxing? A Guide for Parents

For many of us when we go online, our privacy is something that we prioritise.

Although we may like to share our holiday pictures and birthday celebrations on )
social media, there are some things which are just off limits. Specific details such as ‘TQP

our home address, or our contact number may be publicly available somewhere, but
that doesn’t mean we necessarily want everybody to know about it. Because of this,

the act or threat of our personal details being shared online can carry considerable

=

—

,\\’
harm and upset to targeted individuals. This is where the term ‘Doxing’ came about. Y

In recent years, the practice of doxing has made considerable headlines within online

circles, particularly on social media as well as in gaming communities. In short, it is a practice where individuals or
groups expose and publicise private information about a person on the internet without their consent, often for the
purposes of causing distress or creating malicious intent.

Personal information can include home addresses, phone numbers, job location, email addresses, and even
information about family members or loved ones. Those who commit this act often exploit publicly available
information across online platforms such as social media or betray the trust of someone they know; releasing
information that was already known prior.
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Why Do People Dox?

Due to the varying scenarios that can occur, it is difficult to pinpoint exactly why doxing takes place. Perpetrators
may want to target an individual because of a disagreement or a conflict that may have previously occurred. There
could be a desire to intimidate or harass someone which can lead to blackmail or other forms of extortion.

In some cases, doxing is associated with online vigilantism, where individuals take matters into their own hands to
expose individuals for a perceived crime or a social injustice. If there is malicious intent, a perpetrator may
encourage other online users to harass or abuse the individual with the information provided. In some situations,
this can lead to real world harm such as stalking, violence and in severe cases, a danger to life. Exposure of personal
information can also lead to long-term emotional distress for the victim as well as potential reputational damage. If
doxing occurs due to an ‘accusation of abuse’ then this would usually be classed as a criminal matter and the police
would need to be involved.

Is Doxing lllegal?

While doxing is not illegal in the UK, it can lead to consequences for the perpetrator if there is malicious intent that
leads to harassment of an individual.

Protecting Against Doxing

As a lot of personal information is readily available online, it's important to take
* steps to protect yourself from information falling into the wrong hands. This
0 includes regularly reviewing privacy and visibility settings on social media
platforms and critically thinking about the amount of personal information we

0 choose to share publicly. We must remember that it is very easy to let information
slip, so vigilance and caution is required.

You may also consider using online tools such as Reputation Alerts if you feel
information has been shared but you’re not sure where or by who.

What If My Information Has Been Shared?

If you are concerned that someone has shared your information online without consent, you can report the
individual to the online platform and flag it as a privacy violation. Community guidelines will vary across this area so
it's important to see what different platforms will be able to support with.

Information on this can be found on Report Harmful Content.

If you feel you are in any danger, always phone the police on 999. It’s important to collect as much evidence as you
can so they will be able to understand the situation as best as they can.
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https://swgfl.org.uk/resources/checklists/
https://swgfl.org.uk/products/reputation-alerts/
https://reportharmfulcontent.com/advice/other/privacy-rights/

Chroming

A dangerous new ‘challenge’ on social platforms like TikTok have recently been blamed
for causing serious child injuries and in some cases, death. “Chroming” is the act of
inhaling a toxic chemical such as paint, solvent, aerosol cans, glue, cleaning products, or
petrol for a short-term high.

The recommended age limit for TikTok is 13. Unfortunately, alongside the maturity

required for children to see these ‘challenges’ and realise it is dangerous, messaging on
TikTok is also one of the biggest reasons TikTok can be dangerous. Messages sent
between users on TikTok are not encrypted. This means that TikTok can examine your child's messages with other
users to determine what kind of content they most frequently share. With over 1.1 billion users worldwide, the
potential for contact with strangers is high.

The following website has many useful guides about different online platforms that parents may find useful.

https://nationalcollege.com/categories/online-safety

Alink is also available on the school website under the E-safety tab.

Meet our Safeguarding Team

Tracy Curin  Simon Duncan Hayley Owen  Ellen Foxall = Karen Bridgwater

0

{

DSL Deputy DSL Deputy DSL Deputy DSL Safeguarding Officer
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https://nationalcollege.com/categories/online-safety

At National Onfine Satety, we belleve in empowering porents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they
feel It 1s needed. This gulde focuses on one of many apps which we belleve trusted adults shouki be aware of. Please visit www.nationalonlinesafety.com for further guldes, hints and tips for adults.

What:Parents & Carers Need to Know about

gsTR 2,

(certain features are
restricted to over-18s only

TikTok is a free social medi&’;plctlonn that lets users create, share and watch short videos ranging
anywhere from 15 seconds to 10 minutes in duration. The app gained notoriety for its viral dances,
trends and celebrity cameos and can be a creative, fun platform for teens to enjoy. Now'available in 76

languages,,it;has asimore than a billion active uurwovldwldo (as of spring 2022) and is;most popular :

witg‘me under- 16 age bracket. In fact, a,2022] Ofcom report found TikTok to be the most-used social
PO artculurly among young people aged 12to 17.
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Advlce for Parents & Carers L.

ENABLE FAMILY PAIRING MAKE ACCOUNTS PRIVATE i UMTT IN-APP SPENDING

Fomly Pairing allows puronu to link their Although under-16s will have their TikTok ; " yourehld is m% an iPhone or Android

TikTok account with their child’s and cormot oclcoun m‘to private by default, bypassing ok you con alter the settings
s s

their settings remotely. Pnnnu can then, for h asy. b ., paren

oxample, turn on Restricted M ndudng the have the u'blmy to manuall sot thoir child’s

chances of chd seeing ing 3 account to private —~ meaning that their videos reaiising

‘cnd ooy ond to whom). Chlbdlc:'nm ‘o'tuolgrw w&n’t‘:. “:l‘b’. - "m"’mzﬁ: o w'.onh 2 | TikT M nlock

sond messa cary able to exchange messages who roal :& nno canu
0se uw Lopek aren’t on their friends lh?. peace m:m\oymbuyirg.

DISCUSS THE DANGERS READ THE SIGNS

i your child wants to use TikTok and you're ha p%‘lof them to do v If you're concerned that (M:" child migm be spending too

80, it"s crucial to talk about the potential risks is type of app. much time on TikTok, or ve been emotionally affected

For example, ensure they understand not to share nn‘ddomlfylng by somethin Inopgroprlou or upumn that they've seen, it's
be exposed important to to spot the e signs. Inc

0 inappropriate content. Thinking critically uboul what the J see on irritability and a lack of ¢ eoncomrol on ou pﬂontlal red flags, as
TikTok can help children become generally more social media savvy. are foiling to r rk or reg y not eating meals.

Meet OQur Expert Y ~ A
Carly Page is an experienced technology journalist with o @‘ | P
track record of more than 10 years in the industry. Previousty ! )
the editor of tech tabloid The Inquirer, Carly is nowa L A
freelance technology journalist, editor and consultant. f 2
_ #WakeUpWedng ay

’ @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety d‘ @national_online_safety
Users of this guide do so at theirown jon. No llability is d into. Current as of the date of release: 02.03.2023
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At National Online Safety, we believe in empowering parents, carers and trusted aduits with the information to hoid an i m,w—na conversation about online safety with thoir children, should they feel
t iz needeod. This guide focuses on one of many games which we believe trusted adufts should be aware of. Ploaso visit www.nationak nesafety.com for f the guides, hints and tips for adults

What Parents & Car‘ers Need to Know about
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ALWAYS ONLINE (,J

There’s no single-player offline
mode in Fortnite: it can only be
played online. Internet access can
sometimes be an Issue when you're
out and about ? both in terms of
connoc(lvky and using up dota), so
ou may d that cated young
ortn| opieyofs are often less
enthuslastic about trips away of a
certain length - such as days out
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MATCH GAMING TIMES "’ SET SPENDING LIMITS _ USE UPDATES AS REWARDS

ger players tend to want to e:ay Fortnite Fommo's rotating store is a not—so—su Fortnite’s seasonal are free - but

updates
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BE WARY OF SCAMS . ENJOY FORTNITE TOGETHER

The immense popularity of Fortnite with more trusting youn Fortnite also offers split ‘%

oudhncos moans that there's no shortage of scom u lool Iwo 00 o can play simultaneously vfc the same TV or comput-r
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#WakeUpWednesday

’ @natonlinesafety “ /NationalOnlineSafety @nationalonlinesafety d @national_online_safety

Users of thiz guide do =0 at their own discretion. No liability is entered into. Current as of the date of release: 12.04.2023
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